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1. Introduction

This document provides step-by-step instructions for testing APls available on the Stanbic
Developer Sandbox Portal.

The guide explains how to:

e Create a developer account

o Register an application

e Subscribe to an API product

e Generate an OAuth access token

e Perform an APl connection test using Postman

This process confirms that the API gateway integration is functioning correctly before moving to
further development or production integration.

2.Prerequisites
Before performing the API test, ensure you have the following:

e Access to the Stanbic Developer Sandbox Portal
e Avalid Stanbic account number

e Postman installed on your computer

e Internet connectivity

Developer Portal: https://sandbox.stanbicbank.co.ke/

3. Creating a Developer Account

Navigate to the Stanbic Developer Portal and Click on Create account if you don’t have an
account

@ API Products

Brace yourselves.
APIs are coming.

Explore, get access to and be creative with our APIs.
We can't wait to see what you come up with!

Explore APl Documentation

Stanbic Bank ITCANBE .

A member of Standard Bank Group

Explore products E £ &

ntersekt-ACS 1.0.0 Instant Payment Notifications Send Money - Sandbox 1.0.0
(Reconciliation) - Sandbox 1.0.0

View all

Send money to Stanbic accounts



https://sandbox.stanbicbank.co.ke/

Fill in your account details.

@‘ API Products 5 Forums Support

API Developer Portal

Sign up
Sign up with Sandbox Catalog User Registry

Username *

dev

~
w hyphen (-). apostrophe ('), underscore (_), and the
5 . v’ Email address *

ishdvps@gmail.com
&, ~ The email address is not made public. It will only be used if you need
- to be contacted about your account or for apted-in notifications.

First Name *

{({

ish

Last Name

dvps

Cansumer organization *

jshdvps

Set a strong password complete the CAPTCHA verification.

API Products Bl Forums 3 Support

Provide a name for your consumer organization such as "ACME
Enterprises™

Password *

@
Passward strength: Strong
[ ~ Confirm password *
" . ®

Ps
I || ] Passwords match: yes
w o . Provide a password far the new account in both fields
RES A © Minimum password character types: 3
. @ Password character length of at least 8
™~ .,
. © Password must not contain the user's username.
@ Password Strength minimum score of 2

© Maximum consecutive identical characters: 3

CAPTCHA *

Xx 6R9

Get new captcha!

What code is in the image? *

‘ XX8R9




Click Sign Up and an activation email will be sent to your registered email address.

@ API Products B Forums pport

©  Your registration request has been received. You will receive an email with activation instructions if your request has been successful.

Brace yourselves.
APlIs are coming.

Explore, get access to and be creative with our APIs.
We can't wait to see what you come up with!

Explore API Documentation

Stanbic Bank ITCANBE.

A member of Standard Bank Group

"

Open the email and click the activation link to activate your account.

Sandbox developer portal account registration inbo 8 o
Stanbi Sandbox noreply@stanbicbank com via stanc enmicrosoft.com 456PM (Tminutesage) B @ &
tome =

Hello jsh,

Thank you for signing up for an account on the Sandbox developer portal
To complete your registration, use this link

I/sandbox stanbicbank co keluser/activation?activation=ZXIKaGJHY 2IPalipTVXpIMUSPSXNIbIY ONJNKIcFRWQOIZ SW10cF pDSTZ. alptWKRIMFIBWT EMVE 14WWpjdE5H
XDSIVZVZF 5¥zZNCaFkyWWIPaUng YkeSMVpDSXNIBUY xWEN.INKINHZZU 0z SWSOMVIRSTZIbXBEY UdSMmNITKF aMjFoYVd3dVkyOXR.IaXdpWicxaGEXd21Pa
UnxYzJoa2?RuQnpRR2ROWVdscOxi TnZi0ZzSW 1samNNSS TZJa2xDVENCQIVE s2dRMjl Y m 1WamRDS XNJbLIZY TWdVazU ViR 1V T2IKemE XZHVYM1Z3SWI3a
WEXRB.Jam04 Tnpjek 1gTTNNemsxT ENKbGVIQWIPakUZTnpNMEQUWTF PVFVZSW50amIzQmejeLi?Z XIKMWNI2IPaUIWTISAWMZYnRaWEIOWYhCeEwyRmpkR
2wyWVhSFAYRMEKR2ZwyWYhSCGIYNWZRV1ESWWREM1IWXaNMIOTXpZNVe TMDBaamno TFRrd1gVXRZbUOY TmpkbESQVm 1 ZMIUxSWI3aVIXTIBRVZI Y 3N
Id5SmhZM1JwZG1GMFpTSmRMWDAUA0F CellyeWE3ZVBZWFVmeUIDeTJIWExJMWeya 1pKMTE2LVVES1IFEaWIm THR1X0RIVZFicFhxX3BsS2N1Y muN2UZHEQW
KETWE IhReVIVenlKamgBeEdhSnkwUOVZRINMZTRZXIEZVINTSOIS0URNOEVVUGRYZDB3d3AzbmOsS IRVWIZY TJL aWxPOHBRNFhidWIWH2RABEGNR
(ZJNHpKRINMRFOPUDNDW]NZMWSRANAFN 113cmdwTmpsUDFHR2paNmRATINPXBFeLidRWxih0owbDBHNHAYUMIWIEYSOZIYzRmGmEL MFRQU1Y4WkiobUimb
WEIRDIZLWEXZ 1ICESIgVWNKIGL XIvdWpVROJBTzhremF GNmSBVIRYMVhZCESBT 1d6NDYXT1piTI9bzBPM 1 LIVGEIRZI TUGI2VIE1QnEARUNRNRDWUGS3VR

The above link will expire on 2026-03-14 13:56:35.

Return to the portal, click Sign In and enter your credentials.

Forums

AP| Developer Portal
Signin
Sign in with Sandbax Catalog User Registry

Username

| do ‘ Continue with

Passwors m

Forgot password?

Don't have an account? Sign up



4. Creating an Application

Applications are used to generate credentials required for APl authentication.

After

logging in, click Create a New App.

@ AP Products Blogs Forums : Q  jshdvps

Welcome,
let's get started!

of0
e oy

Explore APl Products Create a new App

Create an App so you can get access to our
Take a look at our API products and quickly API Products and start building your
find the APIs you need. application.

Take me to the homepage

Enter the following details:

e Application Title
e Stanbic Account Number

Title *

apiTesting

Title is limited to 255 characters, remaining: 245

Application OAuth Redirect URL(s)

Remove

Add another item

Description
Rich Text Editor
B I & = )=~ &k [ay Paragraph v <

About text formats

Account Number *




Click Save.

Cancel Save

Once the application is created, the system will generate:

o Client Key
e Client Secret

Important: Copy and store these credentials securely. They are required when generating API
access tokens.

@ Application created successfully. $%

New application credentials

The APl Key and Secret have been generated for your application.

Key

The Secret will only be displayed here one time. Please copy your
API Secret and keep it for your records.



5. Subscribing to an API Product

New applications are not subscribed to any APl product by default.

25 sandboxst

@ API Products Forums H Q. jshdvps

Applications
Qs apiTesting

Dashboard Subscriptions Notifications

Credentials Add

Credential for apiTe...

APl Key

API Secret

Verify

Product subscriptions

Product Plan

No subscriptions found. Why not browse the available APIs?

To subscribe click APl Products in the developer portal.

@ AP Products Apps Blogs Forums News H @ jshaves >~ D

Applications
Bz apiTesting
Dashboard Subscriptions Notifications

Credentials Add

Credential for apiTe...

APl Key

API Secret

Verify

Product subscriptions

Product Plan

No subscriptions found. Why not browse the available APIs?




Select the API product you want to test.

Example: Send Money —Sandbox 1.0.0

sandbox stanbicbank.co.ke/

API Products Apps Forums

Inter-Bank Transfers  1.0.0 KRA ESLIP Validation 1.0.0 mobius-junaid-pentest 1.0.0 Post Bank APIs 1.0.0
API via Pesalink. auto REST REST REST

product

REST

Inter-Bank Transfers API 1.0.0 1.0.0 send Money to Accounts From PostBa.. Send Money to Stanbic Acc

Send Money to Accounts From P Send Money to Stanbic Ac
KRA Eslip Va 1.00 SHA-Transter from wash ry Accoun...
SHA-Transter from wash account to charge Acc

om collection to Wash Account

&

Send Money - Sandbox 1.0.0
REST

u SEND MONEY TO MOBILE MONEY APIS - SANDBOX REST 1.00 Mobile Money B2C Integration allows the consuming ...

Send money to Stanbic acc®

STK PUSH - M-PESA CHECKOUT API SANDBOX REST 100  STKPUSH-M-PESA CHECKOUT API
Send Money to Mobile Money AP1 - San SWIFT CODES API REST 100  Swift Codes Integration
STK PUSH - M-PESA CHECKOUT API Sandbox
0 INTER BANK TRANSFER VIA RTGS - SANDBOX REST 1.00 Inter Bank Transfer RTGS Payments Integration
Inter Bank Transfer via RTGS - Sandbox  1.0.0
K Transfer via swift sandbox 1.0.0 INTERBANK TRANSFER VIA SWIFT SANDBOX REST 100 InterBank Transfer Swift Payments Integration

Terms and Conditions Privacy Policy

Scroll down to the Plans section.

Blogs Forums

Products

[£] Send Money - Sandbox 100

Summary
Send money to Stanbic accounts

Inter Account Tr... 1.0.0 Bank Transfer vi... 1.0.0 Fetch Sort Code... 1.0.0 Account Statem... 1.0.0
Inter Account Transfer APT Bank Transfer EFT Payments Integration Fetch Sort Codes Sandbox AFPI to query account Statement
REST + Online REST « Online REST = Online REST + Online

b8 o8 b




Click Select

API Products Forums

Plans

Default Plan

100 calls per second

Default Plan

@number APls including

~ Payments to Stanbic Acc... 1.0.0
~ Send Money to Mobile M... 1.0.0
+ Inter-Bank Transfers API ... 1.0.0
+ Inter Bank Transfer via R... 1.0.0
~ InterBank Transfer vias.. 1.0.0

View details

Choose the application you created earlier.

@ API Products Forums : Q  jshdvps
Subscribe to Send Money - Sandbox 1.0.0
@ Select Application O Subscribe O Summary

Select an existing application or create a new application

O Oo
GL] G
apiTesting apiTesting
--Account Number: 0100016230639 -- --Account Number: 0100016230639 -- +
Description: Description Create Application

Cancel ‘

Click Next.

@ APl Products Forums
Subscribe to Send Money - Sandbox 1.0.0

@ Select Application @ Subscribe © Summary

Confirm Subscription

Product Application Plan

E Send Maney - Sandbox apiTesting Default Plan: Subscription for 100 calls per second

coned m



Click Done.

Your application is now successfully subscribed to the APl product (Send Money — Sandbox
1.0.0)

Q ishdvps

@ API Products Forums:

Subscribe to Send Money - Sandbox 1.0.0

@ Select Application ) Subscribe @ Summary

Subscription Complete
Your application is now subscribed to the selected plan.

Product Application Plan

EI Send Money - Sandbox apiTesting Default Plan

6. Verifying the Subscription

To confirm your subscription, Click Apps and Select the application you created.

C 23 sandbox.stanbicbank.co.ke/application

API Products Apps Forums

Apps

Title ltems per page Sort by

10 v Name Asc A4l Apply

Oo Oo
oo oo
apiTesting apiTesting
--Account Number: 0100016230639 -- --Account Number: 0100016230639 --
Description: Description:

@ Enabled @ Enabled



Click Subscriptions.

ishdvps

Forums

Appl

O apiTesting

Dashboard Subscriptions Notifications
Credentials [ aca
Credentialfor apiTe...

APl Key

API Secret

Verify

Items per page

50~ e

Scroll down to Product Subscriptions and you should see the API product listed there.

% sandbox stanbicbank.coke/node/6371

@ API Prod Apps Forums

Credentials Add

Credential for apiTe...

APIKey

4P| Secret

Verify

Items per page

Product subscriptions

Product Plan

Send Money - Sandbox (1.0.0) Default Plan

7. Retrieving APl Token URL

Navigate to APl Products and select Send Money — Sandbox 1.0.0

@ AP1 Products Blogs H Q  jshdvps

Summary
Send money to Stanbic accounts

APls Download AP! Specs (;

& P8

Inter Account Tr Bank Transfervi.. 1.0.0 Fetch Sort Code... 1.0.0 Account Statem... 1.0.0
Inter Account Tray Bank Transfer EFT Payments Integration  Fetch Sort Codes Sandbax API to query account Statement
REST - Online REST - Onlin REST - Onlin REST - Onlin

b P #

Inter-Bank Tran... 1.0.0 Payments toSta.. 1.0.0 InterBank Trans... 1.0.0 Inter Bank Trans... 1.0.0
Inter-Bank Transfer Pesalink Payments B2C Payments AP - For Sending Money InterBank Transfer Swift Payments Inter Bank Transfer RTGS Payments
Integration within Stanbic bank. The Integration Integration

customer/Partner using this APT will anl.
be able to make payments within Stanbic




Choose one of the APls Example

@ % sandbo ke/product/6228

: Send Money to Mobile Money APIs — Sandbox

@ API Products Apps Farums ews H Q  jshdvps

be able to make payments within Stanbic
bank
REST - Onlin REST « Online

pad pad A

Swift Codes API 1.0.0 STKPUSH- M-P.. 1.0.0 Send Money to ...
Swift Codes Integration STK PUSH- M-PESA CHECKOUT API Mobile M
consi

POST The APl allows our partner to perform mobile Money...

¥ send Money to Mobile Money APIs - Sandbox 100 ® oine

= REST oasz
Type
| Overview
ROST
Definitions HTTPS
Protocol

Production, Development:  hitps:/fsandbax.connect stanbicbank.co.ke/apifsandbox/mobile-payments

Endpoint

Security

APT Supoort M

8. Testing the APl Using Postman

8.1 Create a Postman Collection

Open Postman:

e Click New Collection.
e Example collection name: API Test

22 demo C
T API Test

= iF o API Test

~ COLLECTIONS

API Test

Collection is empty

rkfl

7 Add request

(3 Add folder




8.2 Configure OAuth 2.0 Authentication

Select the Authorization tab.

Set: Auth Type > OAuth 2.0

= R API Test

v COLLECTIONS v Authorization
v API Test

. This authorization method will be used for every request in this collection. You can
Collection is empty override this by specifying one in the request.

Auth Type

OAuth 2.0
Add request

Add folder No Auth
Basic Auth
Bearer Token
JWT Bearer
Digest Auth
OAuth 1.0
OAuth 2.0
Hawk Authentication
AWS Signature
NTLM Authentication
API Key
Akamai EdgeGrid

ASAP (Atlassian)

Scroll down and click on Edit token configuration

API Test

~ COLLECTIONS Authorization Runs

~ API Test

e This authorization method will be used for every request in this collection. You can
Collection is empty override this by specifying one in the request.

7. Add request

Add folder Add auth Request Headers

Current Token

Token Avallable Tokens

Header Prefix Bearer

Share Token
Th

Configure New Token

Some changes to the Token configurations

Token configuration settings are now shared as a part of the collection. The fields
under reflect the last settings you used to configure an OAuth2.0 token. They are
not shared with anyone just yet. You can still use these settings to generate a new
token. However, if you wish to edit them, they will be shared as a part of the

collection will be visible to everyone who can view this collection
> ENVIRONMENTS
Edit token configuration
> SPECS




Click Edit Token Configuration.

Enter the following details:

Field Value

Access Token URL Token URL copied from the portal
Client ID Client Key

Client Secret Client Secret

= P 0® API Test

~ COLLECTIONS Authorization
~ API Test

This authorization method will be used for every request in this collection. You can
Collection is empty override this by specifying one in the request.

7 Add request

Add folder Header Prefix Bearer

Share Toke

Configure New Token

Token Name

Grant type Client Credentials

Access Token URL G https://sandbox.connect.stanbicbanl
Client ID &

Client Secret (&

Scope payments

Client Authentication () Send as Basic Auth header

Scroll down and Click Get New Access Token.

API Test

This authorization method will be used for every request in this collection. You can
Collection is empty override this by specifying one in the request.

Access Token URL (& https://sandbox.connect.stanbicbanl
Add request
Client ID &

Add folder
Client Secret &
Scope (@ payments

Client Authentication (& Send as Basic Auth header

v Advanced

Refresh Token URL G

Token Request ()

Value

Refresh Request ()
Value

ENVIRONMENTS
&3 Clear cookies




When the token is generated, click Use Token.

MANAGE ACCESS TOKENS

All Tokens Delete ~ Token Details

Token Name Token Name

Important Note: The access token expires after 1 hour.

If your testing session continues beyond this time, generate a new token.

API Test

Authorization

This authorization method will be used for every request in this collection. You can
override this by specifying one in the request.

OAuth 2.0

LUGETGEEERG Request Headers

Current Token

Token Name

Bearer

Auto-refresh Tol




9. Sending an APl Request

Scroll down to copy the API Endpoint URL from the developer portal.

oMobileMoneyA

Forums

TOAUCEs / Send Money - Sandbax

X Send Money to Mobile Money APIs - Sandbox 100 ® ouine

- REST ' oasz
Type

Overview

FOST

Definitions HTTPS
Protocol

ST TN PRI 1 sandbox. connect. stanbichank.co.ke/api/sandbox/mobile-payments

Endpoint
OAuth
Security
Type oauth2
Security flow application
Token URLs https:/fsandbox.connect.stanbicbank.co.ke/apifsandbox/auth/oauth2/token
Scopes payments - securely make Mobile payments

In Postman, create a New Request and paste the endpoint URL.

New Request
« COLLECTIONS
AP Test

a1 New Request Params

Configure the request:

e Authorization = Inherit Auth from Parent
e HTTP Method » POST

mobilePayments

https://sandbox.connect.stanbicbank.co.ke/api/sandbox/mobile-payments

Authorization

LW OAuth 2.0
Inherit a... ~ Current Token
/" Inherit auth from parent
No Auth
Basic Auth

Bearer Token

JWT Bearer

Digest Auth ar Prefix

OAuth 1.0
OAuth 2.0




10. Adding the Request Payload
Click the Body tab and select Raw.

mobilePayments

https://sandbox.connect.stanbicbank.co.ke/api/sandbox/mobile-payments

H Body

form-data x-www-form-urlencoded @ raw binary GraphQL

Copy the payload from the APl documentation.
yMobileM Sand w b4 ]

API Products Forums 5 Q. jshdvps

Products / Send Money - Sandbox

X Send Money to Mobile Money APIs - Sandbox 100 @ oine

a
Q = 2NV TR PP RARY Sl s/ sandbox. connect. stanbichank. co.ke/apifsandbox/mobile-payment]
Endpoint
| Overview
POST /

PR /|

OAuth

Security
Type ocauth2

Scroll down to Body section and click on copy

5 sandbox stanbichank.co ke/product/6228/api/704#/SendMoneytoMobileMoneyAPisSandbox_100/operation/%2F/pos e Y o)

API Products Blogs Forums g QO jshdvps

roducts / Send Money - Sandbox

X Send Money to Mobile Money APIs - Sandbox 100 ® onie

= ~  Body
Overvi
verview body Mobile Money Request
POST / required object
Definitions
Example Schema
v ToOT: 6 key FD

v originatorAccount: 1

v instructedamount

Show more




Paste the payload into the Postman request body.

[ mobilePayments BE v | Share | &

https://sandbox.connect.stanbicbank.co.ke/api/sandbox/mobile-payments Send ~
Autl n eaders Body Scripts

none form-data x-www-form-urlencoded @ raw il GraphQL J

11. Execute the API Test

Click Send and wait for the APl response.

If the APl returns a valid response, the connection test has been successful.
mobilePayments v Share | &
https://sandbox.connect.stanbicbank.co.ke/api/sandbox/mobile-payments
Params  Autho Body Sc

form-data x-www-form-urlencoded @ raw binary GraphQL JSON

{}JSON v

12. Expected Results

A successful test confirms that:

e APl authentication is working

e The application is properly subscribed
e The gateway is accepting requests

e The APl endpointis reachable



13.  Troubleshooting

Issue

Possible Cause

Solution

Unauthorized error

Invalid client credentials

Verify Client Key and Secret

Token expired

Token older than 1 hour

Generate a new token

Subscription error

API product not subscribed

Verify subscription in Apps
section

Invalid request

Incorrect payload format

Verify payload structure

14. Test Completion

You have successfully completed the following:

e (Created a developer account
e Registered an application

e Subscribed to an API product
e Generated an OAuth token

e Senta successful APl request

This confirms that APl gateway connectivity is operational.




